Lesson 14: Online Reputation

Learning Objectives Materials You Will Need
« Introduce cyber safety concepts of safe behavior when » Computers with a web browser installed
sharing online and using a social network. » Worksheet for Lesson 14: Online Reputation
» Raise the player’s awareness on issues related to having an « Writing utensils
online reputation and the use of social networking sites. « Hint Sheets 05 and 07 from the Appendix

« Raise the player’s awareness about consequences related
to having a negative online reputation and the misuse of
social networking sites.

Classroom Activities (Duration: 45 minutes)

o Ask students “What is an Online Reputation?”
(3 min)

o Lead the students to the “Cyberspace
Communications” faculty page at the Carnegie
Cyber Academy website: http://www.

carnegiecyberacademy.com/ facultyPages/ o Click the “Next” button to progress through the
cyberspaceCommunications.html instructions for “Growing an Online Reputation”
« Have them launch the game “Growing an Online » Refer to the instructions to answer Part 1 on the
Reputation” and read the instructions. (5 min) worksheet, “Managing your Online Reputation”.

« Hand out the worksheet and have students attempt
the questions in Part 1 (7 min)

o Let students play the game. (20 min) o Click the “Grow your Online Reputation” button
« Make sure they roll over the branches to get on the last screen of the instructions to start the
feedback on their answers. game.

« Remind students that the “Hint” button is
available if they need help.

« After answering all the questions, students can
replay each branch (or start to grow the plant
again) to try for a better score.

« Have students read Part 2 of the worksheet: e Read Part 2 of the worksheet and discuss what
“Damaging your Online reputation.” Discuss Erika Erika and Dana should have done to avoid these
and Dana’s situations. (5 min) situations.

« Have students read Part 3 of the worksheet: “How e« Read Part 3 of the worksheet
can you fix a damaged online reputation?”

« Hand out Hint Sheet 07, “Growing a Positive » Read the two Hint Sheets and discuss ways
Online Reputation,” and Hint Sheet 05, “Tips for to discover and report damage to your online
Reporting Cyberbullying.” Discuss discovering and reputation.

reporting damage to your online reputation and
cyberbullying. (5 min)

Learning Outcomes
At the end of this lesson, students will be able to:
» Define what an online reputation is.
» Understand the importance of having a positive online reputation.
« Understand the consequences of a negative online reputation.
» Understand how to grow, manage, and repair their online reputation.
« Use sound judgment before accepting friends and sharing information with them.
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Worksheet 14: Online Reputation

1. Managing your Online Reputation

share things that would your reputation as a good students, a
dood Friend, and a team player

share things that would your reputation as a good Friend and a
respectable and trustworthy person.
—____ share things that will make you a For weirdo strangers or bullies.
Be about whomyou ________ with your reputation when you add them to your

Friends and share things with them.

For others damaging your reputation and to

minimize the damage.

2. Pamaging your Online Reputation

Sharing something inappropriate

Erika fook a picture of herselF| Looks good! T'm going to
wearing a skimpy outFit. post this on my wall so
everyone can see!

The Academy Scholarship Her application was rejected
committee checked her Soclal | pecause of the inappropriate

Network profile when judging photo.

her application.

But my Friends
said T locked

good in that
picture!! Why?!

>

o By allowing anyone to see
[ her pheoto, Erika hurt both her
& ; online and oFFline reputation!
Sharing your opinion
Pana loves microblegging “But Clivia's hair was so Pana was just trying to be Pana's blog created a Flame
every day to talk about her |Funny teday. She really should | Funny. But... war and people spread her
classmates. change it, she locks like a Tean comments throughout
nerdy hedgehog! LOL/! " That comment was Cyberspace. -,
" o) W L
T liked SoFida’s hurtEul. THs "@&\‘
cyberbullying! w el

Pl

A
Pana's carelessness damaged
her own enline reputation
and made her a cyberbully!

3. How can you Fix a negative online reputation?

[Once your online reputation has been damaged, it's not easy to Fix because
it's everywhere in Cyberspace. IF someone else damaged it, you can
report it to a trusted adut. But iF you damaged it yourself, act immediately.

Pelete or correct what you posted, apologize ifF you need to, and be a Betty,
kgood cyber citizen! SClubhoyse
upervisor
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